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1. General Requirements
1.1. Supported deployment environments for the solution:
1.1.1.  bare metal, containers,
1.1.2.  virtual machines,
1.1.3.  public clouds: AWS, Google Cloud Platform, Microsoft Azure
1.2. Technical support must be provided 24/7.
1.3. The solution must be deployed on 2 (two) host.
1.4. The solution must be sold under a subscription model.
2. Virtual Machine Requirements

2.1.1.  The solution must support installation on the following operating systems: Amazon Linux,
CentOS, Debian, FreeBSD, Oracle Linux, Red Hat Enterprise Linux (RHEL), SUSE Linux
Enterprise Server (SLES), Ubuntu.

2.1.2.  The solution's throughput must not have a license limitation.
2.1.3.  The maximum number of CPU cores used must not have a license limitation.
3. Fault Tolerance and Scaling
3.1.1.  Fault tolerance and clustering schemes:
3.1.1.1. A Failover (Active/Passive) scheme must be supported.
3.1.1.2. A Load Sharing (Active/Active) scheme must be supported.

3.1.1.3. Session state must be preserved during switchover between devices in a fault-tolerant
scheme.

4. Solution Module Management
4.1.1. It must be possible to add/remove functional modules of the solution.

4.1.2. Adding/removing functional modules must not require changes to the hardware
configuration.

4.1.3.  Resource usage control must be provided when adding/removing functional modules.
5. SSL Certificate Management

5.1.1. It must be possible to encrypt/decrypt SSL traffic.

5.1.2. It must be possible to add/remove certificates for SSL traffic.

5.1.3. It must be possible to monitor the status of SSL traffic certificates.
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6. System Log Management
6.1.1. It must be possible to export system logs in real time to third-party software.
6.1.2.  Functionality for managing system log filtering rules must be provided.

6.1.3.  Functionality for managing system logs separately for each individual module of the solution
must be provided.

7. User Authorization Verification

7.1.1.  Ability to validate JSON Web Token (JWT) with support for the following modules: the
module supports JSON Web Signature, JSON Web Encryption, Nested JWT.

8. Application Load Balancing System Requirements
8.1. Load balancing methods
8.1.1. A Round Robin load balancing mechanism must be provided.

8.1.2. A load balancing mechanism based on tracking the number of sessions per server object
must be provided.

8.1.3. A load balancing mechanism based on IP Hash must be provided.
8.1.4. A load balancing mechanism based on Generic Hash must be provided.
8.1.5. A load balancing mechanism based on tracking server response time must be provided.
8.1.6. A random load balancing mechanism must be provided.
8.2. Monitoring of load balancing objects

8.2.1.  The following active methods for monitoring the status of load balancing objects must be
provided:

8.2.1.1. Monitoring using HTTP.
8.2.1.2. Monitoring using HTTPS.
8.2.1.3. Monitoring using HTTP and the application URL.
8.2.1.4. Monitoring using UDP.
8.2.1.5. Monitoring using FastCGI.
8.2.1.6. Monitoring using Memcached.
8.2.1.7. Monitoring using SCGI.
8.2.1.8. Monitoring using uWSGI.
8.2.1.9. Monitoring using gRPC.
8.2.1.10.Monitoring using TCP.

8.3. Session persistence to a load balancing object

8.3.1.  Functionality for binding sessions to an object using the session must be provided.

8.3.2.  Functionality for binding sessions to an object using the path identifier must be provided.
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8.3.3. Functionality for binding sessions to an object using the Cookie mechanism must be
provided.

8.4. SSL Traffic Processing

8.4.1.  An SSL Offload mechanism must be provided, allowing the encryption/decryption of traffic
to/from the user to be offloaded to the proposed solution.

8.4.2.  Ability to apply different encryption settings on the client side and the server side.
8.4.3. The set of keys and certificates must be stored in a protected and encrypted form.
8.5. Traffic Optimization
8.5.1.  An HTTP traffic compression mechanism must be provided.
8.5.2. A request rate limiting mechanism (Rate limiting) must be provided.
8.5.3. A caching mechanism for frequently used content must be provided.
8.6. Programmability

8.6.1. A mechanism for creating and managing custom traffic processing rules and scripts using

the proposed solution itself must be provided.
8.6.2.  Availability of a REST API for managing the solution.

8.6.3.  Configuration changes must not interrupt the operation of the solution.
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